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3 3 #3 ^ o}Jf* ^-*1*H ^l-e}<?l 3.B. Al^Efl * tij-^ofl ^ ^ojcf. 

(payload)* II ^-f ^lH^HS^ ^ <y ^#*}^r ^2 tflHfla. ££ 

S ^ n^U, Belief ^E^Rr fl-^HH^ ^Ei^y fj^ ^ 431 fl-^Hl 

£ 2 

^ t*l/*Kh i-il H^l 3 , 1-, c H7l^A> > APP500 
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o]_^.oi £ c vilB^H ^-*1/*K* ZL ^ {IN-LINE MODE NETWORK 

INTRUSION DETECTION/PREVENTION SYSTEM AND METHOD THEREFOR} 

#t+*l *3^] 

£ 2^ £ 1*11 SA]^ o]-e}o] 2.H vflH^la ^ ^*1/*K* *1^^ tfls^°l ^"i: 

5. 5^ £ 2<H1 PL3 l±el*l FPGA^ ^ 3-^-5. 5*1 S^^cf. 

£ 7£- .E 2 oil ^ltt ^12 s^^Jf o} ^-^ £*V3-°5. 

£ 8^r JE 7 oil 4^ W ^5] £*>3 AS *#£olt^. 

£ 9^7 -g- ^^1 ^AHloll lt|-s Al # ^ s^-g- 7B^^AS iEAl^ t^olcf. 

5L lO^r £ 7oll 5LAltV SE^ ^ ^ ^}^o_S. 
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5L ll£- ^}a\)6\] trj-s. a] ^ « t£}=. ^ js).^ 7 fl^^ o. S £ 

£ 12^7 £ 7°fl ^ ^ 4^^- £Al*l Jr^g-trolcf . 

<13> rgxg^. l|e^3 ^oj ^]/^ Aj^efl ^ Zl «J-«H ^ % °-£.*] , Jit} ^Ml^Ml 

MlB^a^ iE^r ^KH^Itt <a-5}<?l(In-Line) 2.= ^ zi 

<14> E-oJ _ ^^E^Sf OlEl^ Af-g-o] Cfl^5j-2f *b 3 S3 °1 ^3 ^ € 

^Wl^ f^aj. ^ AjZ^ ^AjoHA^Jf Ei OlE^ A^W]^ f^ofl 4= rxAl^. A>5]^ 

<is> o] S oi«fl , tflHfla. #7}<2}- ^sL *l^Sj-£|<H n?] 

(hacker cfl^^l ^ 'M^C Intrusion Detection System, °]*r 

' IDS' el- ^=^11^ ^<HH ^ oHe}, ^HHSJM ^olHi ^Ji^ £3^3 

<ie> aHI^I id^*}-^, ^2fl^ IDS^ liS IDS vilB^a IDS ^l|f25. ^1^4. 
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<i?> ^ f jr^e IDS ^.^^ (audi ting) a^bAo]^ ojafle ^ZL(event logs)* °l-g- 

*M *1*H HL^ 7l]°l-§- ^^E^ Al^Efl vilH^H ^#5^1^ 

(Application)* JiJ:^^. 
<18> tiVig, uflH^H IDS *H#£r v-)lH£)EL BSfm-g: S-ME^SH ^3 ^°J* #*l*fl 

*fl?1 (hacker ^^*>cf. o]b]^. iflH^H IDS *H#£ ^4 >fl 7 \*\ 

^IzLUl^ (signature) °fl i^s) (Anomaly) ^(Denial of 

Service) ^#4 ^ g. 0 )ofl ^gfl 7 fl^ji oicf. 

<i9> tr^, *fl^#^- °)^H1 ^^-j^S Aj-g-sl ^ «o v ^* ^l-g-sfl uil^^l- ^•^tr^f. °1 

= (Profile) ^ a]zlu|^7> ^1-^^14. 

<20> ol&|tr ^3 ^# uflH^H HJfl^ v|H ^(fingerprint)* S 

°1^*V -^^ A] ziM ^ 7> ^ ^H^l^i 3^3^, 2L<£ Al^tflo. cy-ej- ^ ^ 

«rBl* r 7> oil- o]^^- ^ tlrCf. 
<2i> A>-g-sl^ ta^ta (firewall)^: *°j^ sfl^l* ^>^/*3r ^ 

Sfl sfl^l sfljE. xJt\ IP IS ^ ^JEL^* ^A>^Vt+. o] S ojafl, y^rt * B 

Sfl^ ifl AlZLUi^# ^#^7lofl^ -g- 7 pg.^tf. 

<22> itE( Snort ) ^^(lipcap)^- oj-g-^ 2fl^1 tfl oJo)o) cq^ofl ^7fl^ 

AjZLui^l- ^#«fl iflfe uflH^a. IDS 
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<23> 



<24> 



<25> 



^^H. cl^r tfl^-i- #^7] ^*fl ASICCApplication Specific Integrated 



Circuits : «K£*fl , 'ASIC 3* ^) ^-g- Sp^H 7>^7l# A>-g-*}oc| 



<26> 



-^14, 0 l5-itr ^ S^lfe *llit 9XSL^, H. 



-fi-<g4| ^^^>7fl ^-g-S}7Hl^ o]?\ $.0] u^t}. ^, ASIC 7m AH#ol WV^Tfl 



<27> 



<28> 



$\ELS.9\ ^ <^ ^ =L<$ 4€- ^ 7l7>WlH £E f ^AjTi 

*M« T xi^r ^-BKl 2-= MlH^H ^*l/*r# Al^tfl ^ ZL « 0 >*^ ^l^^>7l ^ 
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<29> £*V, £ Hsflrfo. nlEi^Hr ff^MH^-Ei €3*8 fr^ ^ ^ fl-^Ml ^1 = 71 

<30> O]^ S-*\^r ^^}7} ^^^l 4^ Sl"^*?! -£JE. ^11 H$| a ^1/ 

vIlH^H ^ ^ ^Jf* ^l^H *V#*r^r ^i Sl^ ^l*Hr 

PDUCPacket Data Unit)!- S^Ei^H nlE^ fl-zHl nfej- z}-^ -f-Tll*] 7}5.f ^^-n}, # 
71 *c*\% PDU1- sfl^l fl-^H o}ef ^7ls>7iM- ^^171^1, ^ A-^ofl 

=^ltr PDU«- 4 A >tt 4 A V PDU« fc^r XU tHB£]3. HS4a^; ^7] XU MlB^H 
HS^M^-S-^Ei ^^1*>^ PDU^l 2)HS = (payloadH tflffl 3<H£. tr ?ti ^ x\zl\^ 



W • T3.1 



U ^"71 XI 2 vilH^H HsL^H^H %-xl*l ^ SX^ fl-^ sfl^l ^ a- 



<3i> zle^JI, ^^-^1 7)7}v]B. °]e^ <?]EiXM ^(Gigabit Ethernet Inter face)5.-¥-Ei 
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o}«"i- ^l*>o^ , a)^l^^L^-Ei ^A]*Hr PDUCPacket Data Unit)* ^ 

31; b)^"7l ^^tb ^ fl"*H ^ ^l^Kr PDU-fr ^IM^ B^l^u)- Jg-^fAl 

?1tt #31; ^ c )^-7l ^^1^1 pdu^ ^olS^Cpayload)^ ^*fl 7fl o^o] ^ 

ZLUi^l- ^-71 iL^L * ^ MIH^H^V^ ^ aJJf* ^1*Kt #7fl; ^ d^M fj- 

<33> oVefloflA-l^ ^Jf^Jr *H ^ -^Aj^Hl tflSj-o} ^- ^go] 4^}^ 7) 

<^ 7>^1 Aj-ol*l- ^EflS. ^€ ^ ^75^ 4*)^ & 

4^ #*fl» #*}<^ ^>tt ^-^1 ^lH^r 

# Al^Efl(200)-^ 7l7>tilB ^E^lol^doi, 102)1- -§-*fl *fll ^ *fl2 i-1lB^3.(110, 

120)5} Aj-Jr c^sl ^2:1- o]s.cf. 

<36> o]^_ oi^fl ) o]-e}o] SEL ullB^S ^*l/*Kt a1^e^(200)^t *fll ^ *fl2 MlH^H 

(110, 120) A>oli- sfl^l-i-o!! cfl^v i|e^ 3 o^Jf ^ ^#^1 
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<37> ^7H, afll 3(110)^ ^^AS^fEi ill iiJl tfl^" t|lB^3o)^ ( LilB cq 

3(120)^ ^ 

^ ^3 *m ^--a- ^s. si^. 

<39> £ 2^ £ H -£^l^r ^-5}^ vilH^H ^ ^ *§M/^ a^eAo] cfl^^cQ ^-fr 

<40> £ 2^1 £Als]<>| ^l-ef^ S.^ MlB^a ^ ^ fMAV^ ^1^^(200)^- ej-<y 

E-^H^Jf- (210)^ aQi Ml^o^ ^-(220), *I12 vil^o^ s^H-*f(230) 5> 7ti°]-§- 

(240)1- i^tr^. 

<4i> efo) ^E^H^Jf (2l0)^r ^]1 ^ *fl2 7l7>tilH °] 3 ^ 3.B(211, 212)2f 7}7}B}^ PHY 

^(213)-°r S^H, *fll = 3.4*1 -^(220)^ afll ^llB^a. BS^H(221)2]- PL3 12] 

*1 FPGA(Fi led Programmable Gate Array, °l*r ' FPGA ' Ef f-, 222)^# Btrtrt}. HE)JL, *fl2 
HS^l^«-(230)^ A\2 tllH^S B3.^H(23D* B^W. 

<42> ojufl, ^aI^cHIa^ ^1 ^ X|2 HS^H(221, 231)1- <^7}o] 

(AgereMHH ^l^Rr 5G APP500-°r *]~§-*Kr3], ^ tr^^cr ?A°] °rM 

<43> ^o] ojEi^l 0)^^.(2 10)^ *fll ^ *fl2 7l7>alH o]c^ iH(211, 212)-& ^ 2} 

7l7>.UlH o]d^ <>}El 2fl Ol^(101, 102)Sf A 7 A 3^rtM=h 
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<44> tilH^a. H^H^-(220)tt °jEi^ ^u|e]<£| tflH^a ^e] a>-§-^> 

^ IETF RFC 2863 ^e^H^ zLf- MIB(Management Information BaseHl sfl^V^ * 711*1 
£}- afll Mlm$JaL(S=fe 42 ^)^$\3-)S-Jft] ^l^Rr sfl^Hl cfltr ^°<J=tb *7fl*l 

^*Rr (traffic metering)# ^^tr^f. 

<45> o}9\ %-*)o\] i vilB^BL ^5.^^(220)^ IP ^r3*l IP ^ 

*1 an ^dt, sl^A ^t, sist ^ tcp #efln «1B ^ aj<Hs. o]±_ ^L}t 

^ 7fl ^0.^. ol-c^^l sfl^i ^ fl-^ofl ttj-ef sfl^ ^E^(fiitering)^- 

<46> ^l^r ^-A|oil vilS^H. H^H-^(220)^ #41*1 IP ^3*1 IP ^L, 

^ai^I s.^^] ^ f a S£f ^ TCP 1-eflzL wlH ^ <Hi=. 3. 

^f>}7]^, EE^r ^ 7fl S^JIS ol^-ol^l ^ ff^ofl rcj-sl- Sfl^- -xfl^lofl ^ 

(sensing)-i- ^r^fr^f. 

<47> cf-g-o_s., ^2 MlH^lH. SS^l^^-(230)^ itS41^i *H^Hr ^ a1zlM^# 7l 

f^l *fll MlB^iEZ. i^l^ «. ( 2 20)S.^- ^4}*Rr 3)1^1^ sfl ol 5.1= ( pay load)* ^Al^-o.^ 
SA>5l-^ Ml-*f Ml e$| 3.(110, 120) 3.3} ^itbtq-. 

<48> 7 flol^ ^^ r Ei(240)^r ^V^l-71 $1 tb ff^-& ^^^7^ vfl 

H^H. ^-(220)5. ^l^}^, 41^ fr^l ^1 ^-Bl^(administrator)^ -S.^ ^H^l 

Hl- Afl^. ^J^SlTliI SL^ *lll MIH^H HS^H -^(220)5. ^tr^r. 

<49> olnfl, 7 flo]^- ^^Ei(240)fe IDS 31311 ^liLtr Cf°^ °)l€sl7fl 0 l^^- 
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<50> o]^*V ^-g- g±r 91-^91 2.-E. ^1/^ ^ ^ ( 200 HH sfl 

^ ^ 7flSl XU ^ Xl2 7l7}tilB ^H(211, 212)# ^ S>l^-5^- 

Eejl<^ (Ethernet frame)-!: ^Jt^. 
<5i> ^A]^ ©ic)^ seflojc. 7]7>wlH PHY ^(213) -4 32^1 H POS-PHYC Packet Over 

SONET-Physical Layer Protocol, °]*} T0S-PHY' ^r) 31^ 3 XI o] ^(201)1- ^*fl XU 

v-flH^H H5^H(APP500, 221)5. Si^tf. 
<52> oi^:, xil vijH^-la H5XH(221)<>1H <=>)^\^ Hefl°J^r PL3 FPGA ^ 

(222)1- ^-n-*fl 32 wlH POS-PHY 311 3 *1 Ei 2)H^(202)£r 7l7 r t>lH PHY ^(213)* f-sfl *lll 

^ ^12 7l7>wlS ^l^^l ^B(211, 212)3. 
<53> ^, XI i 7)7}*}^ ojt:^ iH(211)5. ^5]^ XU vflE^H 

^-(220)1- ^-a-^fl ^12 7l7]-WlH olc]^ IS 2(212)5 W^^Kr <^ , *fl2 7l7 r HlH °}&\^ 

IS 2(212)5 ^r^l£]^ ^l^^l XU vil^o]^ H5^H^f (220)1- 7i^ XU 7l7>«lB 

ol^^l IB(211)5 OTj-^l M-Tinf. 
<54> o]£. ^^fl > xll til H^3( 110)2}- Xl2 M1S^-)H(120)^ fee) ^o_5 ^-t^s].^ 0^5} 

<H ^ ^1/^ ^1^^(200)^.5 ^H-g- ^-Er^l S.^5 ^^Ml 
<55> £ 3^r £ 2°fl £^1^1 XI 1 i-ilB^la. B5XH (221)5} 4^3*1 ^ <s|- ^olcf. 

<56> S. 3°fl S^Sl^i 5U^°1 , ^11 MlH^la. H5XM(221)fe ^-^-71(223)54- Ejfld nflu)^ 

(traffic manager, 224), <a^l(state engine, 225) ^ PCI e| XM^( 226)1- Strtr 

<=K ^ofl, -S-#7l(223)fe XI 1 ^i(223a,)sl- X12 sfl^(223b)# , BEfl^ ^7-1(224) 

fe ^El 7fl ^ ( 224a )Q sfl^l <a*l(224b)-§- I%>tr^. 
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<58> 



<57> ^Hl^l ^71(223)^ 7fl«y-§- ^^(240)5.^ ^Js}^ D]E^ fl-^, ^ 

^ fr^, nelJl ^ 7]§o £ oi^ PDUCPacket Data Unit, °}is[ 'PDU' e|- f-)^ sfl 

^ ^(pattern matching)^- f-«H ^Jf^fE-] ^*Hr PDU1- , Hefl^ °H^^(224) 

^ ^JH 1 fl^l 2\n £~rr*r PDlH tH^fl ^E] ? H^^ ^ sfl^i £^g- ^*Vtf. 

^Tjl^l 4a§ PCI ^]E^lol^(226)^ PCI tH^(204)l- -f-sfl 7fl9j-g- 3^(240)^ 

*H1*1 ^3MB <a^l(225)c>l ^*Rr q-^tr -S^Hl cfltr S*Hl7> [5. 

lH<=K 

[5. 1H £^]51<H 9X^°), ofl^(225)£r 7l^-^o] -f-Tfl tfl o] E^ ^X|#C_3. 

, ^) 3HEi^ PCI ^£^101^(226)1- ^-*fl 711 (240)3. ^tr^. 

<6i> [3. 1] 



<59> 



<60> 



<62> 







H 1 ? 




InlnOctets 


"rll ^(octet) ^ 


InlnllcastOkts 


^ IP ^±7\ fifli A,B,C Ef<ys] ^ 5)]^ ^ 


If InDiscards 




I f InErrors 




I f InUnkownProtos 




IfOutOctets 




IfOutUcastPkts 


IP ^r±7[ A.B.C Bj-<ys] ^ai s^^i 


I fOutDiscards 




I fOutErrors 




IflnMulticastPkts 


^ IP ^4l7h f^)± D E^21 gfl^l - 


IflnBroadcastPkts 


IP ^r^7|- U££?l|iE ^^oi 3^ ^ 


I fConnctorPresent 





<63> 



=L^JL, +z])o]E. <?jl#(225)£- 7fl°l-g- ^E-l (201)3.-^1 ^l*Rr Ejfl^ n] e| ^ fl-^ 
ofl ol-el- ^ HEfl^o] ^-711^1 dHEil- ^^^cfl, olnfl dIe^ fl-^ °M °J^-*r 
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^o] olc^ji ^i, -=-3*1 o]c^ o]c^ h}-^, ^Al^l IP fi-af*] ip 

3^1*1 -=-^^1 £B TCP l-2fln HlH # ^ ^>M- 

<64> tf-g-ilS., ^71(220)^ ^f- 7fl5l 3fli(p aS s)S. PDU# *1 5j *Rr tfl , *U afli 

(223a)^ 64 «>°1H W *)tq*M, ^12 5fli(223b)^ 64 Ir^-lr-i: # 

^ PDU tHlojEil- ^5lt!:4. 

<65> ZLBlJI, 3fl^(223b)^ 7fl°]-g- ^^E-l (240)3.^ ^4l*Rr sfl^I iT^Hl 4^, 

3fl€ *fl 3) **fl Ml H$| .3(110, £E^b ^12 vilH^3)S ^*1£ Jfl^-fi: ^12 MlH^H 

(120, iE^b *fll vilB^H)3. ^SQ^l HL^ sfl 7m 3^*1 ^^tbcf. 

<66> oleitl: *fl2 3fli(223b)3l a>%H] nj-g]-, cflq *1 (224)^ ^^1*1 PDU1- sH^s} 

71M- fE^r PL3 ti.el*l FPGA ^(222)-g- ^ ^ 9l^\n°}^(2lO)S. 

<67> ol<2}- s-AHl, ^2 3fl^(223b)^ 7fl<?l-g- ^Ei(240)^El =i^]*Rr ff-^Ml n^, 

2fl€ =t^1^ sfl^ ^12 viiH^a. ^^^-¥-(230)^ 3M*l-& ^ 

^, *fl2 3fli(223b)^ 3Xfl^l f> ^ sfl^ ^12 HS^ll^ -^-(230)5. -f- 

<68> oi * , ^2 5fli(223b)7> Sfl^ PDUSf ^ <^jf^ Sefl?l *JM 71(224)5. ^^>^ Heflsj 

nflM ^1(224) tfl^ HEl7fl^Ei(224a)^r PDU^l ^-a>^.(-^-a> PDU-)# ^^L, ^ 'S^- 

^^b)^ 4^ PUD°fl 2W}°1H ^7>3r>^ PL3 FPGA ^(222)# ^ A2 MlH. 

$3. E.£.*\}*]^(230)£- ^I^W. 
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<69> o^, ^El7fliE-1(224a)7> 2fl^Hl cfl^ ^Af PD U«- ^51sL ^\ oj-ff-^ 

Hfl^ PDU^ tftfl MlH^aDS ^Al7l7l ^^lcf. 

<70> ^12 M|H$|H. Hi^iHJf (230)tt ^4Jtr PDU^l cfl«fl ^B*HH ^l^ 

*(Rule)# oi-g-g}.^ MlH^a. 3#*Kr3l, o)a^ tfl*V saH) 

7> o>Efl^ [ S 2]olcf. 

<7i> [5. 2] 

<72> # 

<73> # XI 1 RULESM1 1) 

<74> # 

<75> alert tcp ^EXTERNAL NET anv -> $H0ME NET 6000 (msg:"Xll MITcookie"; flags: A+ c ontent: 
"MIT-MAGIC-C00KIE-1"; reference : arachnids ,396; class type: bad-unknown; sid:1225; rev:l;) 

<76> # 

<77> # xil RULES (example: RuleIDGroup)(°fl 2) 

<78> # 

<79> alert tcp ^EXTERNAL NET anv -> $H0ME NET 6000 (msg:"Xll xopen"; flags: A+ ; content: " 
|6c00 ObOO 0000 0000 0000 00001"; reference: arachnids ,395; classtype: unknown; sid:1226; 
rev: l; ) 

<80> # 

<8i> # Xll RULES (example: RuleIDSimple)(<i 3) 

<82> # 
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<83> a iert tcp ^EXTERNAL NET 6000:6005 -> $H0ME NET anv (msg:"Xll outgoing"; flags: SA ; 

reference: arachnids, 126; classtype: unknown; sid:1227; rev:l;) 
< 84 > # 

<85> # Subseven22 is a Trojan Horse (example- - RuleIDNew)(°fl 4) 
<86> # 

<87> alert tcp SEXTERNAL NET 27374 -> $H0ME NET anv (msg : "BACKDOOR subseven 22"; 

f low: to_server ,es tab 1 i shed; content :" 1 0d0a5b52504c5d3030320d0a I "; 

reference : ar achni ds , 485 ; reference : ur 1 , www . hackf ix . org/ subseven/ ; 

classtype:misc-activity; sid:l03; rev:5;) 
<88> [5. 2]ofl £A]^ ti >sf £o] f ^ B 1-^ = <3^# S.^\J1 

tr ^ 1"^ TCP, 3^1*1 IP ^51- 3^1*1 IB ^dtfe 3L^ 

3*1 IP ^±^r aRI^I l|e^3 IB 6000, ZLelJL TCP^ ACK 

<89> <^7H, ^|2 tflmfla. H^1^^-(230)S. sI^tt PDU« £^^r ^*ti ^<>>€-tf. 

<90> 5L 4^r ^gsj ^Al^ofl afef *fl2 MlB^H E. 3.*]}*] ^(220) 3, #^*Hir sfl^J HMtH 

<9i> *m o_j H HS^H (221)5. °t]^sl^r <^ PDU(300)fe- ^«.ofl rtj-ej. ej-o] oIe^I 

(210)5. ^i^£]^ PDUC301) ^, A2 i-1lH^|H = -¥-(230)3. ^S]^ ^-a> 

PDU(303)7 r PL3 FPGA(222)3 ^^cj-. 
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<92> 



<93> 



<ffl^(224bH PDIK303H1 ^7}is}±; ^2.91 

# °H^(302)£r l:i tfl-§-*H ^l-^^^cfl, ^^Mfe *>M-^ -ffl^ »ofl 

^, [S 2] 3] « (°fl 1) £ Ml 2) ^ 1-^- sHrHl, o)^ 



<95> 









[a. 3] 














0x0001 


KllJlITcookie, Xll_open 




0x0002 


|Xll_outgoing 




0x0003 


|BACKD00R_subseven22 



<96> 



<97> 



<98> 



<99> 



5. 5^ £ 2°fl £Al*V PL3 FPGA ^ S^olcf. 

£ 5<*f| S^l^H 9X^°], PL3 J=LsJ*l FPGA ^(222)^ afll vfl*l *fl4 fes] IS 
(222a~222d)^4 BjM°l<H ^AltH(222e, 222f), PDU ^^r/^>-¥-(222g, 222h) ^ PHY 

^lE)(222i, 222j)» i^th=K 

*M|*| -M*^. >d*1 *fll ^e1IH(222a, iE^b a|]2 ^e)iH2)^r ^^S] 7l7>tilB °) 

«1e^ oi^doi, 102)5. w^M"^ #^ PDU(301)» P0S-PHY 31 1 3 <ytH J*1H^(202) 

» 7l7>wlH PHY ^(213)^-5 ^i^^cf . 

*fl3 ^slIH(222c, Sb ^4 7l7>«]B 5LB(211, *fl2 

7]7fulB ISO^E] ^a]^ ^.a> PDU(303)# ^aeflo]o] e]Al^(222e ( 222f)5 *1 
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<100> ol*, ^3.i\)o)o] z)X\v\(222e, 222f)^r ^} PDU(303)« PDU ^«r/^>«-(222g, 

222h)S ^^H, PDU £3r/4*H L (222g, 222h)^ PDU» °l-§-*H BPDU(Bearer 

PDU, °1*> 'BPDU 1 si- SPDUCShortened PDU, °1*V 'SPDU' f-)» 49^«M PHY H^o] 

Ei(222i, 222j)S 

<ioi> ol^Ej ( PDU ^^;/4A>«-(222g, 222h)7> PDU*fl 7l^^ B PDU^ SPDU1- S.^- ^ 

*}tt °l-fHr °1^-<H^ *fl2 vIlB^lH HS.a|^^-(230)^ sfl^ nfl^A] aJa];# nfl^l^- ^ 

<102> o^, phy H^fl^nlEi(222i, 222j)^r BPDU^ SPDU* POS-PHY efl^t 3 <yEi3|H^ 

(203)1: A2 MlH^H. £5.^1^ -f (230)S ^^^4. 

<ios> ^7H, pdu ^«:/4^>^-(222g, 222h)7> ^*Rr BPDU^ SPDU^l ^ 43* £ 4# # 

<104> PL3 FPGA ^(222) PDU ^«-/4^>-¥-(222g, 222h)^r ^-a> 

PDU(303)1- *fl2 MlB^a. E^i^ ^-(230HH^ D fl%Hl #^J9l*}- PDU 

^^(306, ^11- #<H pdu ^ ^7^*V BPDU(304)# ^, POS-PHY efl*! 3 91 

E^lol^(203)l- **fl 42 MIH^H HS.^A^«-(230)S. ^i^tf. 

<ios> zls^zl, PDU ^$/^V^-(222g, 222h)^r ^} BPDU (304) iL^f 32 

t>H;e(307) #c^s. SPDU(305)1- >S^tb , POS-PHY eflt 3 ^h^o] ^(203)1- -f-Sfl *fl2 vflH 
$|H H^iH-if (230)5. ^i^tVc}. 

<106> £6^£ 2*1] 5L*)& A)2 MlH^lH HS^l^o] ^ o. ^30.3. 5^014. 
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<io?> £ Q6\] ^a]s]o] ^o} > ^12 MlB^a H5^H(231)^ &^-7l(232)sf ^IMB <a^l 

(233) ^ PCI ^£^101^(234)1- S^>°1 , -g-fM (232)-^ *fll 3fl^(232a)l- iLf-t!:^. 

<108> a.s. 7 l(232)^ *<H1 e?M sflig Dfl^l^. -^§11 ufle ^^g- 

^EllolH <?31^1(233)^r 2^ ^5^1 ^Sltbnf. 

^Z-^ZL, PCI 9jEi2]lol^(234)^ PCI »1 ^(204)1- -f-*fl ^#t!r ^3 °J S^r ^3 ^ill- 7fl 

°J-§- (240)5. 

<109> ^1^1 ^s}^, « =71(232)71- t-UB^EL SE^r ^^-i- ^#*H ^iL *flAl*l# 7fl 

°J-§- ^^^1 (240)5. ^^>^, 7fl<y-g- ^^Ei(240)^ *1]3 3i)l^ (232a) 5 Afl^ # 
^cf. zislJi, 7fl<y-g- ^^Ei(240)fe ^-i- *>#*l-7l 3*1) *fll i-ilH^lH 

HJL^H ^-(220)5 HHfl^ fl-^-i: ^1 £^ *)]2 vflH^a* # 0.3. j± 

<no> ^, ^-s. 71(232) ifl^ ^13 5fl^(232a)^ BPDU(304)2}- SPDU(305)£] ^oI^je.1- 7fl«y-g- ^ 

^(240)5.-^1 ^l^Kr 4 si- 5fl Hd ufl^l^- ^<5H ^3 ^-°J^^, 

°]xr § BPDU(304)Sl- SPDU(305) zV^H ^ Al^ui^7> ^^fl^^ll- ^HRr ?Ht}-. o]g\ 
^ 34^^ ^ ^^tVcf. 

<ii2> £ 7011 £Alslol 01 ^ol , ^13 3fl^(232a)^ *fll t)lH^3 £^11^ Jf(220)5.-^ E^ 

t^(S710)SHt BPDU(304)2f SPDU( 305)1- 64wHH 3.7)9] ^ #3 5. M-¥°1^ ^e)*Vi4. 
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<ii3> oj^ej, X| 3 3fli(232a)7V 64W r °lB 3.7] S. sfl^ (3He]« *i3*Kr o] °-i=. xl 

3 5fl^(232a)7> ifl^o] $fe Xl2 MlB^H H3.4H(231)SI APP500°1 zl 64« r °lH3. 
cflolE]!- ^5]^7l nfl-g-olcj-. 

<iu> ^1^1 ^tg*>^ ( X| 3 Bfl^(232a)fe BPDU(304)^ SPDU(305)£] ^^7> 64«>olB °lSM , S 

^# f^S, 654°1H 128w>o]B ^ §>ol cj-^o) x\z$ -g-i=-4 ^-^^ «. 

<iis> oVt^ ( BPDU(304)4 SPDU(305)^ # cflol^ 27l7> 129w r °lB ol^l^, XI 3 4^(232a) 

^ #^olf ojBj 7 ||cq M.^ > H^J! c+o^o| p^^. ^*VtK 

<H6> xl 3 5fli(232a)^ XU vflH^H = 3.XH^-(220)SJf E] 4^Rr m. 

^91*1 EL±r ^- < y(S720)*> ^91 Ir^l^M- ^ M-*^ ^ 

^tr 33 » <^>olti|(2ti>o)H $5.)7\ & ^11- ^-Slth=KS730). 

<ii7> ^o] ^ t # o>o) v] 7} ^m^. *I13 5fli(232a)^ M-o] ^# lr^-°J*ll- ^(S740) 

tr 4 1 , A c)# -Mr^l^ 4€- ^3)*r4(S780). 

<ii8> l-^-o] A]^ "o^, x]3 4^(232a)^ *fl# PDU^l 

(global register, ^^lH *i#(S750)3r *m S.^ *|ej ^^tr^ 

(S790). 

<ii9> tr^, ^ ^ 1- ^>ol^7> ^X)«r*l XI 3 2fl^(232a)^ <Hl ^ ^&)(S810) 

1- 
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<120> o^, ^3 3fl^(232a)^ ^Zt HL^f- *fl# M-S] # °W^7> 

#3.13 efl^l^B^V s>^j &<el(S760)*V * , SJ-o] ^ $7fls}xl ofle] ^el* ^ 

<8th=T(S820). 

<121> Sfl# - oVo]^7V ^7fl*>^, ^3 sfl^(232a)^ l-^-^l 

*1 3*KS770)tr nMB)- ^ojTg p>^nv ^ ^ ^-^(S800)^ ^^^ZL, 

^ *l*r Sfe -¥-^(S780)<Hl 

<122> ZLE^ ; ^ #^(^#, Al^, % n>^nv ^) ^ ^ ^Jf^ ^ 

<123> J£ 8^r £ 7^] SLA] *V ^-4=- ^e) 4^^. ^}^0. S J£A]*V *#£o]c|-. 

<i24> ^|3 sfl^(232a)^ ^# Ir^Hl rfl*V sflU *r^*M ^*fl, £ 8^1 S^sM 

°1 ^ ScurrOffset + Lmin > 63($currLength)# S^°] tb^(S781) . 
<125> o]n|] ( $currOffset^r € ^€ ^tr *1 *r XSlEH 1 ^, Lmin£- ^ # <>M 

^r*fl Ajziui^l- ^ ^ol7> 7RV AjzLUl^^ ^o], $currLength^ ^ 

<126> o)*, ^-o] -oil' o]^, sfl^(232a)^ Ir^Hl cfltr sflU ofl^l ^ 

(S900)*Rr ^-^1 ^-4 'oVul^.' ol^ ; 3fl^(232a)^ sfl^ nfl^l^g- ^^(3782). 

<i27> ojnfl, sflig nfl^i ;f jzf ^-^ aIzlu-^7} «^ (S783)3 ^ , *fl3 ^^(232a)^ 7fl ol-g- ^ 

E| (240)5. ^SL» ^:^(S784)tr ^, #S^r4(S900) . 

<128> *V^, ^13 3fl^(232a)Tr ^ ^3 ^)=lx^^7} ^Si^ , 

$currLength < 32 ^^rtr c f(S785) . 
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<129> olnfl, $currLength^ ^ M-S] %• *1 0 }S.*\, 0°fl^1 s| tfl 63 ^HB^l^ St-g- 7> 

MIB-^HS PDU7> BPDU(304)s^ SPDU(305)5. ^-i-^^ iHH^as^El o}&±q pum ^ 

A 64 w>ol^ ^.s-cq ^-g- 32«HH^ BPDU<Hl^i Sfl^ *1 ZU-i » ^^jl, 32 
wMBtt SPDlH^l AlziH^l- ^^*}7l *)]-g-ofl, sflig nfl^l^- ^§fl ^a>^- wfolH^ s|tfl 

<i30> qa\ $currLength < 32°1 ' <4M ' °1 ^ afl 3 3fli(232a)^ ^# Ir^Hl tfl*} *]^- 

*>*13 3Jfl^ nflij) 3^7} 32*1*11^*1 ^(S786)*>^ til^, »ofl»ol^ f ^ f^L*14. 

<131> tl^, ^3 3f(]^(232a)^ $currLength < 327} 'ofl'olTm- cfl*V ufl^J $ 

^7} 32 #^7} a>M<3, nfl^l a]*)- I°lEi o]^ ^^-(o]§> 'fRSkipO' °1 A 

% $curr0ffset S^(S787)tl t\X\ $curr0ffset + Lmin > 63(S787)# 

<132> o]<q- ^ AjZLUi^ ^ ^>ufo] ^-s. ^ j^-g- £ 9* -M 7fl 

<133> £ 9^ M. H-^o^ ^Al^ofl n}^. 433. 7})^^ o.^ £Al*V S^olcf. 

<134> £ gofl £ a]^ u]-4 ^-o], PDU(303HH 1- o>o]i^(302)Sf sflig ufl^oflAi *fl£l€ 

^(306, 1-<H SflJEL ^^)* ^1^1 tl 37l7> 32aHB oj^ol^, ^3 s}li(232a)^ 

Ir^-o.^. ^£ sVM-^ BPDU(600)^ ^^tl^. 
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<135> tiVig, ^-A> PDU(303)7> # c>ol^(302)^ 3tfl^ nfl^M^ ;*fl<^ <^(306)* ^l^s>ji 

32«HB ^ A o Vo l^H- 62«HH ^l^V^l *fl3 3fli(232a)^ ^# Ir^-^-S. <5>i4<i| 
BPDU(601)^ Sl-M-^l SPDU(602)1- 

<136> PDU(303)7> # <=>>olc](302)Sq- sfllg nfl^c^ cg^ (306 )^- ^)^s>JL 

62«HB o]^o}7]^ 94ti>o]H ^M^, ^3 3)]i(232a)^ ^(605)4 *>*1^ 

(606)BS. *>i4s] BPDU(603)Sf ^# *>q-2l SPDU(604)1- -Mth}. 

<137> cf^S., 3^ 1-^- ^-^<H1 tfl«fl <^c>^^ 7 £ 10^ £ 7<^1 £A]tV A] 

^ ^ ^ W ^e] £Al*V *§-£ol^. 

<138> £ loofl SA]5]ol oi^-o], ^3 2)]^(232a)^ *U ^H^a. 5.3.^-^(230) .3.^- El ^a] 

'^1-^&PDU=SPDU?' <?}*1» ^^K791)§H, ^uzf nvo^ ^ ^oju| 

^ SPDlH'd, ^13 3fli(232a)^ $curr0f fset=33<y*ll- ^1-^(5792). 
<i39> nyi£, ^a]*v a]^- -as-s. o>u|^ SPDUS ^M^, *fl3 sfli(232a)^ 

$curr0ffset=35? < y*l-I- ^}tWS793). 
<140> ojufl, Aj. 7 ]^- - S ^(S792, S793H , *fl^- A^vi*^}- &-g-^g- 

^3 ^# 4^ f^(S900)*Rr ti Jr^, A oM *V ^ s£^§- 2.^- S£ 

JUS, ^13 5fl^(232a)^r 7fltl-g- ^ (240)3^ #(^3 A]zLU|^)ofl xx\^\ 

4€ i^'t ^r«9W(S794). 
<141> ojnfl, ^ AlzLui^Sf ofl %l ^ 3fl^^- t^}^, *fl3 3fl^(232a)^ 7fl^]-g- ^^Ei 

(240)3. ^M. ^ V ^(S795)* ^r^Rr ^3 *]=L\A^Q -g^*}- 2fl€°l ^^5)^1 & , 
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^13 sl]^(232a)^ fRSkipO* °l-§-^H $currOffset 3^(S796)^g- , 
a] ^-«&PDU=SPDU?1- 3*V*»H ^tf. 

<142> <^7H, A]^ ^-S. f^ol ^>l-Oi^^ S^-fr ^«-*V 5Lol# ^S}^, 

£ 11^ ^AHlofl rt}-s ^ *E±r ^ ^ 7fl^^ 

<i43> £ U 6\} ti}<q- ^o], ^-a> PDIK303HH S o]-oi^(302)^- sflf} nfl%HlAi *flsq^- 

^^(306)^ ^lt!: 3He1 3.71 7> 126«>^1H °1 <#°]7]^ 158w><>lB. ^l^l- 0 ]^ , ^13 sfli(232a) 
^ "(608), ^(609), ZL^^L 32 «MB Ji^ ^ *>*m ^€ 

M-^l BPDU(607)» ^Wi=K 

<144> ZL&jji, *fl3 3fl^(232a)^ l:^(612)3zf 32*l-°lB o]^}ol p>^b| M(613)^-S ^ 

^€ SPDU(611)1- 

<145> t E ^- t 3fl^(232a)^- 4 A > PDIK303HH » <>M^(302)s}- *ti%MH <3 

^(306)# afl^t!: HHEi 37l7> 158wV^lH °j A M- 190«HB °1SV°1^, ^ 1-^(614), 
1-^(615), 32«>olB o]^o] p>^nv ^(616)^.5. BPDU(617)-8: 

<U6> ZLS^Jl, ^13 3fl^(232a)^ 1-^(619), #^-(620) ^ 32*H e d M d -I 

1^(621)-° 3. ^€ SPDU(618)# 
<147> tf-g-iLS, n>*lnv ^el ^eH) cfl^fl S^-g- £ 12^ £ 7°fl £A] 
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<i48> £ i 2 o)l oi^o] ; ^ ^13 sfli(232a)^ $currOffset + Lmin > 63*1*11- 

(S810)*V Sj-o] ^Jif #o_i£ ^ <^Jf 3# 43-§r ^S(S900)*>fe- ^<?] ^ 

&_<L^ *ll3 5fl^(232a)^ 7flol-g- ^^Ei(240)S^-Ei #(^3 AjzLui^)^ ccf- 

2fl€ "U 1 * *r*Bth=KS820). 

<149> o]nfl i 7 flo]-g- ^=e^ (240)3.^- E) ^Aj*}^ ^3 ^r&|*Hl ^ *fl HL^r ^A}^> 

<150> o^, 2})^ nflpy 7l§o] 5^ ^ AjZLUi^Sf sH^o] 

*fl3 5fl^(232a)^ 7fl<y-g- 5g^E-| (240)3. ^ ^(S850)*Hr , ^I^tt sfl^ol ^|§> 
^ all 3 3fli(232a)^ ScurrLength < 32(S830)* S^tr*}. o] ttfl ; $ CU rrLengthfe r& 

%- 3J°1« M-El-ifl^ 0 *IH 63^1 ^ ^ ol^. 

<i5i> ol* , $currLength < 32^1 ^*}*1 #£l£, Sf^^, ^3 4^(232a)^ *1 

^?r*l H l-^-^l tfltr ^ ^n 1 «*r7> 32 #*i)°l*l 3*KS840)*r #7}^ 
^ ^ ^ ^# 43* (S900) . 

<152> tiVig, >a-7ltr ^£^8: ^*r*l m 4^(232a)^ fRSkipO* °l-g-*M 

$curr0ffset# (S860)*r t±X\ $ C urr0ffset + Lmin > 63(S810)» ^*8tr4. 

<153> £ ttV^o} ^Al^ofl Itf^. 2.= ti]Ecq a ^ £ ZL 
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<154> ^, £ LilH^HS.^ ^ o}JjL S-o] *j ^ ccj-s *}-c}-g- 7l7>tilS ojc^ 

<155> JEigjZ]- Aj-^ A^jQ. c^] igj-^o} ^Al^jOl 5JO.S.^ ( Oj^ C^j 

^ltHM ^>-B"€ 3^ °H4. ^S^-E-S ^-7]^ ^o>o) ^-<y) ^^1^. 7} ^\ o] 

S^-Ei CHJ:^ ^ * ^A]^7> 7>^}l}^ ^ ol«fl^- ^olcf. ttj-eM, ^ ^ 

<156> i^tgofl 43 oj-^o] .££1 vilH^a. ^#/*># ^ ^ u o V ^^r vjlH^flS^ ^ ^ 

^■¥" ^ ^ 4^- ^3 7l7>WlH old 31 ISt ^r-§-*H *H?h2.3. *\ t^.S 

# 0_5L ^ OJ4. 

<157> HL*V, ^- «V^^r HEfl^^r ^E^Rr 4| ofl ^ J=L B\ ^ ^ Aj]Aj fl-^ofl o)^ 7 ) 
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<158> .x*h ^-rgo. ^ ciHEil- (forwarding)^ HH^^l 
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1] 

$la ^^-« 5a<>H, 

^]^-5.^-Ei ^^1^1-^ PDUCPacket Data Unit)* ^El^sM v}^^ ^■^d\} ^ ^ 
* 741*1 x\£,m ^*}°1, PDU1- ^ ^ fl-^jofl tcj-ef 0.5. ^]7l*Mu)- -f- 

4^71^1, fr^Ml 1421- ^"71 PDU1- 4*}^ ^-a> PDU# X]l u)lB£la. £i 

#7l X| 1 MlH^H = 3.4H^3JM ^tfRr PDU^I XH5L.El(payloadHl ^ 

#7} XI 2 iflH^H ^ Sl^ if^*! 3fl^ ff 

3* ^^*>7iq- A o v 7] XU ^S^H^s Xl^*Rr 7fl<y-g- ^^fEi 

2] 

X]l %H1 &<H*1, 

7l7>ti]H old^i <?!EiX)o1 ^(Gigabit Ethernet Inter face)3.-^Bl ^l^Kr ^°] 
5. *1 71] oj^o] PDU* ^"71 XI 1 MlB^lH £^4 a 1t5- ^l^Rr Ej-o] oiEi^ol^a- 
1- Ei it^}^ «y-Efo] _5L£L vi]B^H. ^*1/*K* Aj^Efl. 

42-29 



1020030068718 #^ ^^V: 2003/12/22 

3] 

^■7) PDU^ 3^0*1 g s-^x] IB ^dfc., <£*U1 IP( Internet Protocol) ^-3*1 
IP ^r±, ISSf ^ TCPCTransmission Control Protocol) #eflzi «1B ^ S>i4 o]^ 

4] 

#7] PDU^l 3^0*1 ^ ojcl^i ^sq- oid^i Ej.<g, ^Al^l IP -=-^^1 IP 

3LH IB fi, TCP #2fln ale ^ ^q. oj^v 

* SL^ ^ 711 a^JLii. ^^Hr olE^ ^*}7iM- ^dHB^Hfr 

5] 

#7j 7fl^l-g- ^^fEi^JfEi ^A]^ 3fl^ fl-^Hl ttj-ej- A o V 7 j E^o] o]Ei3Jflol^«-^«- 

3 ^4l*Hfr PDU* 3fl 71^" 3**1*1 SE^ ^-3fAl^ ^J^l» ^S r Jl, ^7l 7HS1-8- ^^Ei^^- 

«h ^*imr ^ a-^hi °m A o v 7i pdu» ^*Rr ^71; 
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A oM &^-7]°\ sfl 7] ^^ofl trJ-Sh <$7] PDU1- ^171*>71M- SE^r «*}-7lS 

PDU# ^}*>^ PDU1- ^*Kr BHfl^ °flq^; ^ 

A oM 7flol-§- ^^^Ei ^A]^ °lBi^ fl-^ofl rrfEf, AV 7 ] ^o] olE^lol^ 

^^Ei ^a]^ PDU4 9X^ 7}£L» #S)*Hr ^EflolH 93^1 

6] 

^71 *fll vilH^H HS^H^iMr, 

^7] 7}7}V)^ olDl^l OlE^lol^^ p DU ^- Z±X\ HB>^ 147} 7fl 5^1} #7l 7} 7>«1 B. <>1 E} 
91 ^E^lol^S.W-Ei PDU1- ^*>^ *fll ^14 feE) IE; 

^7l ^EflolB ^Ai^Ei ^-a> pdu* ^sHr ^HefloH 5L]^1 ^1 ; 

^•7] PDU# °l-g-^>^ BPDUCBearer PDU)^ SPDU( Shortened PDU)# 

PDU ^/^>*L; 

#71 BPDU4 SPDU1- ^"71 ^12 Ml #^Rr PHY 

71 

^7} A]2 vIlB^H £S^H^, 
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^"71 BPDU^- SPDU^ *Ms=.« Aj- 7 ) 7fl o}_g. ^^^^ ^*>fe »ofl ccj-B}- 

^l*v ^<g c^«.sq. ^jii- ^3Hb «?a*l; £ 

8] 

<^Jf» »^°\) Sd^l, 

a) ^^1^ PDUCPacket Data Unit)* ^^S. *V 7fl 0^ sj] 7^ zicfl 

b) ^7l ^^tb ^^H] 4^ ^7l ^*Rr PDU-& ^3^.5. 3fl7l*>7lM- 

c) ^"7l -f-^A]^ PDU^ Jfl°lS.= (payloa<M tfl*fl a^jE. 3. 7 fl oj^-oj ^3 aIzlu^* 

d) #71 ^1*1 ^<y# ^f^t ^ 5U^ fl-*)^ ^HM^^ a o v 71 ^ 

I^t 1 * 9] 
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-#7} 4Hdtr PDU^ #41*1 sq- -=-3*1 IB #^]*1 IP( Internet Protocol) ^4 

^3*1 IP ^ TCPCTransmission Control Protocol) f-Bfln t>lB # 3°1S. tr 

7H °l#-g: i^>7li4 ¥ 7fl °1#3 ^^5. ^Sl^ sfl^ ^ fl^-i: ^^^>7lM- <a 

t-lHB*Kr #711; 

#7l ^ai*V PDU^l #4]*1 31 -^3*1 IB #41*1 IPC Internet Protocol) ^± 

9]- IP ^ TCPCTransmission Control Protocol) ^ 3<H-£ 

tr 7fl °1 IW4 iEfe ^ 7fl o^Vcq 2,^-0.5. ^ fr^]^- ^*}71M- <M 

<>lHSRr #711; ^ 

A oM #41 PDU^ #41*1 ^ 42-3*1 °1 cl ^ ^21- ^1d1^ Bl-<y ( #41*1 ip 
*1 IP #41*1 IB ^r4i, -=-3*1 ib ISSf, TCP #eflzi ajB ^ 3^;e *V 

7fl °l4M- 1^1-71 14 if 711 S^O-S ^Sl^r D]E^ ^^^^M" <S 

B5}^ #7fl 

* I#*Hr °J-^°J I£ v11b^3 <f>-*l/xKr «<H1. 
10] 

^19 %M1 olc^A^ 
^-71 b)^7|l^, 

A o V 7l ^^^f7ll4 ^A]*V sfl^l fl-^loll «42r, 4>M ^1^^-^Ei #4l*Rr PDU# ^71 

3^*1 SE^ ^^1*11- ^*j*Kr 2-711; 
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^- 7 | pdu & ^°]5- $± 7fl PDU# ^l7l ^sl*>7lS £3*1-58-2.^. ^7l 
^^1*1 PDU* ofl 7l ^fi^Rr #7il; 

A oM PDU ^ 711 PDU« &3*a}7]7)3, ^^*>5!l^. ^71 *4 

Al7l7lS £^ PDU* 4a>^><^ ^-a> PDUS- ^*Hr #7)1; g 

-*7l PDU-^l ^7> ^Ji^l 0>0lcl(ID)l- S^-Al^ 7l^ cJ-Tfl 

[^^%i 11] 

*1110 iHl St^i, 

A o v 7l 7]^ 4a> pdu« <>l-§-£}a| BPDUCBearer PDU)# ^^Hr #711 ; ^ 

^"71 BPDU iL4^ ^ 3711; 7>^1 SPDU( Shortened PDU)1- ^JW^ ^oM BPDU 

[%^^ 12] 

*flll %H1 5a°H, 

^71 c)^74l^, 

A o v 7l #^^1^1 BPDU ^ SPDU^l 3lloi^c (payload)1 . ^v 7 i cr^ sq^- vllH^a.1- # 

^:&l^>7l- *ll Al^Kr ^3 Alnui^fil- tiling sfl^i ofl^l-g- ^*g*Kr #31; ^ 
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